
Sample risk report

Identified concerns

1. Lack of robust access controls 
and authentication mechanisms 2.

Potential exposure of sensitive or 
personally identifiable 
information (PII) in the stored data

Sample recommended security requirements

Implement Secure Storage and 
Encryption of Sensitive User 
Data
Ensure that all sensitive user data, including social 
media account credentials and personal information, is 
securely stored and encrypted using industry-standard 
encryption algorithms and key management practices. 
This will help protect user privacy and maintain 
compliance with relevant data protection regulations.

associated 

IA-05(01)
controls 

Implementation Guidance
�� Implement a data classification and risk assessment 
process to identify all sensitive user data, including 
social media account credentials and personal 
information�

�� Develop and document data protection and 
encryption policies, specifying the use of industry-
standard encryption algorithms and key management 
practices for storing and transmitting sensitive data.

Code example generated by AI

def classify_sensitive_data(): 
     sensitive_data = ['social_media_ 
credentials', 'personal_information']

Implementation Guidance

Implement a comprehensive 
security testing strategy

Ensure that a robust security testing strategy is in place, 
including unit tests, integration tests, and end-to-end 
tests, to identify and address any security vulnerabilities 
or compliance issues. This will help ensure the social 
media login integration is secure and reliable, protecting 
both the platform and its users.

SA-21

associated 
controls 

Implementation Guidance

Implement Secure OAuth 2.0 
and OpenID Connect Protocols

Ensure that the social media login integration strictly 
adheres to the latest security best practices for OAuth 
2.0 and OpenID Connect protocols. This will help 
mitigate the risk of unauthorized access, data breaches, 
and other security vulnerabilities.

IA-02(05)

associated 
controls 

Want to learn more?

Book a demo here

Development TasK Summary

The requirement to implement a social media login integration. The goal is to allow users to log in to our 
product using their existing Google or Facebook accounts, providing a more convenient and user-friendly 
login experience.

Status In-progress Assignee

Ticket description ENG - 54

Set Up New Data Repository

Context from environmnet

The requirement to implement a social media login integration. The goal is to allow users to log in to our 
product using their existing Google or Facebook accounts, providing a more convenient and user-friendly 
login experience.

Status In-progress Assignee

Ticket description ENG - 98

Implement Social Media Login Integration

risk categories

High

Confidentiality

High

Integrity

high

Availability

Task classification

Risk Severity

Analyze

Confidence

medium

https://meetings.hubspot.com/michael-nov/prime-security-intro-meeting-

