
Sample risk report

Identified concerns

1.
Granting an IAM user with elevated permissions to the Prod account 
environment without a comprehensive review of the user's access 
requirements

Sample recommended security requirements

Implement the Principle of 
Least Privilege

Ensure that the IAM user is granted only the minimum 
set of permissions required to perform its intended 
tasks. This will help reduce the risk of unauthorized 
access or misuse of the user's credentials.

Implementation Guidance

�� Review the IAM user's required permissions and grant 
only the minimum set of permissions needed to 
perform its intended tasks.

Code example generated by AI

public  
 
 

new 

new PolicyStatement 
() 
     
     .   

IAMUser

{ 
// Create the IAM user 


IAMUser user = IAMUser(userName); 


user.attachPolicy(

.addActions( ) 
15        

.addResources("arn:aws:codeartifact:" 
+ region + ":" + accountId + ":*")); 
16 
17    // Return the created IAM user 
18    return user; 
19}

createIAMUserWithMinimalPermissions
(String userName, String accountId)

"codeartifact:*"

Implementation Guidance

Enable Multifactor 
Authentication (MFA)

Require the IAM user to use MFA to access the AWS 
resources. This additional layer of security will help 
protect against unauthorized access, even if the user's 
credentials are compromised.

Implementation Guidance

Implement Secure Credential 
Management

Ensure that the IAM user's credentials (access keys, 
secret keys, etc.) are securely managed and rotated 
regularly. This will help mitigate the risk of credential 
exposure and reduce the potential impact of a security 
breach.

Want to learn more?

Book a demo here

Development TasK Summary

The need to expedite the addition of an IAM user named "Jenkins-auto_srvcac" with specific permissions 
to the Prod AWS account (783492765142). The user requires access to AWS Code Artifact, which should 
be the same as the current access granted for GitHub. This request is similar to a previous one and needs 
to be completed as soon as possible due to time constraints.
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